diyaall diagswll dealall dig)
ERDPEFEAREZHRER

New Saudi University Vision

alxa asnla

University of Jeddah

lidl Géaill oo Guhi algha

Jdloglenll aiidig ndpl Jgaill (540

O eitc u @ 0122334444 © helpeuj.edu.sa




dlogleall duidig addl Jgaill (5o ‘ '
Digital transmission and IT Center

daa deaola

University of Jeddah

(058}

How to activate

Two-Factor Authentication

you can apply Multi-Factor Authentication 291 plaaiwl ilidl Ganill juen Guhi gan)
by one of the following methods: ALl cdbwdll

1. Alternate phone Hadl adilall .1

2. Office phone diqall @ila .2

3. App password Ghill jgpn danls .3

4, Authenticator app Yrnno guhi .4

5. Alternate Email address Jadl gl agpull .5
By visiting the  following  link https://aka.ms/mfasetup il I, Llc Jgaall
https://aka.ms/mfasetup you will be in My Ln4) My Sign-Ins/ ;1933 alliawi daan aiaiw
Sign-Ins page (as shown in Fig. 1), under dalaglen (lgic wai pi (1 @jgb 4 a0g0 ga
the title Security info all the methods you ol cllwlll jahiw Security info/ glodll
can use to sign in into your account are aaled gi ellwa Ll Jgaall Jrawil [@oaaiwi
listed. Also, you can reset your password, gl lalce Juaeill elian) ln4 ¢ljgpn dnla (el
add or edit any of the methods. Sl aaf aala)

2 Ovenview ik R

Security info ool Eiloglss

These are the methods you use to sign into your account or reset your password. Hygye dalf s 1Y gf il o] Syl Nga 15t 0l 010

Default sign-in method: Phone - t2it +955 SORKRKMNKNK XXX 966+ 1] &l S| - &7l 2enly ol J33l s gl

e
R Prone 565 SXXRXXXXXX ange e - XXXOGROEKRR 55+ il § aopasll B
Lost device? Sign out everywhere
- - e S o gl i Tl Saii o

Fig. 1 1d)gn

@00 @uofjeddah O info@ujedu.sa
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Description of how to use the five

methods

A. Appling two-factor authentication using

Alternate phone method:

1. Go to My Sign-Ins page on the link
https://aka.ms/mfasetup

2. Go to Security info. (Fig. 1)
3. Click on +Add method. (Fig. 1)
4. Choose Alternate phone from the list then click

Add. (Fig. 2)

Add a method

Alternate phone

I Alternate phone I
mail

App password

(Office phone

Add a method

‘ Alternate phone ~ ‘

5. In Phone page enter the area key and enter the

phone number then click Next. (Fig. 3)
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L bLwill pladiml daph apu
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https://aka.ms/mfasetup kil L le  Jgaall .1
.My Sign-Ins/ ;1933 diliawmidaan jahin

(1 éjgn) .Security info/Jloill cilnglen jliaipi .2

(1 6)gn) .+Add method/uglwi dalal+ lc honl .3

ai Juadl dilall lain jial dlawin dnild jahinm 4
(2 ajgn) .Add/aalal . lc honl

bl aslal

Tasla| bty skl
v Lol caslgll
e

I Lol aitgll I
wiapSI 2l

Gubill g0 dals

wiSall Gaila

Juisl pd ,Phone/wilall (jlgie) dwbn jahiw .5

ahyj alynll wilall pa) Janl ni dahinll alian

Jlidl pi Jgaall aic (gaaill adalnnl abwall
(3 ajgn) .Next/ Ll
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Phone ol

lails e GollSe wle 3yl g Sl CliSes

You can prove who you are by answering a call on your phone. Feolaniul s ey sl ailgll a8, Lo

What phone number would you like to use?

Saudi Arabia (+966) V| 505050505

(1+) daziall SLYGI

ailgll a5, L]

o
(@) Call me o Lot @

Message and data rates may apply. Choosing Next means that you

. . . 55lg7 clil pimy "I Liisl M d data rat I
agree to the Terms of service and Privacy and cookies statement. Cacs i Nl £s5age and aata rates may apply

Uil i s Slile Glug duoguaslyds szl by piule

[res | o]

6. Then you can prove your identity by answering pdl Lle Jlnigl plhill pgatw ,alwall alalac) hia 1916
a phone call on the number added. (Fig. 4) péll Juay pajs pal hay Gaaill hyy aalil gaaall
(4 a)gn) .qujLquJI

Phone —ajlgll

[Eall answered. Your phone was registered su:cessful\ﬂ plai laila Jimad o5 dallSall (ple 3,1 a5

=] [= ]

B. Appling two-factor authentication using

Office phone method:

1. Go to My Sign-Ins page on the link i https://aka.ms/mfasetup bulll (1ec Jgaall .1
https://aka.ms/mfasetup My Sign-Ins/_,1g:3 citliaumi dac

2. Go to Security info. (Fig. 1)
3. Click on +Add method. (Fig. 1)

(1 éjgn) .Security info/JLoill cilnglen jliaipi .2

(14)gn) .+Add method/uglui dalbal+ lc honl .3

pi wiqall @ila laio jisl dawio aofld jakhin 4
(5 a4)gn) .Add/aala] ,lc honl

4. Choose Alternate phone from the list then click

Add. (Fig. 5)

pulalll d)ljg - Gyagsull G all Aslonll
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gl aslo)

Add a method

Sasila  pb aty welud &

Office phone v v iikall ails ‘
Authenticator app @ne gubhi
Alternate phone ailgll
Email (g iSIUL 2 pll

il iolS

oo
I Office phone I

Add a method

gll dsls)

hich method would you like to add Fazsla] s ez sl ool

isall Caila |

Office phone o |

o

5. In Phone page enter the area key and enter the Juidl pd Phone/dilall (lgies b jahiw .5
phone number then click Next. (Fig. 6) alyy ol wilall pay Jaal pi adhioll gliao
Jlial pi Jgaall aic (Ganill aglnnl alwall
(6 ajgn) .Next/ ILill

ailgll

Phone

lails e dallSs e 3yl dlizgd Sl dlisay
You can prove who you are by answering a call on your phone, Faslaziwl o )7 Sl ailgll 5, Ls
‘What phone number would you like to use? v (14 saziall LAyl
Saudi Arabia (+966) V‘ 505050505 .

wailgll @3y J3]

PP
(@) Callme o il @
Message and data rates may apply. Choosing Next means that you Gilgi Sl iz "I L3l Message and data rates may apply
agree to the Terms of service and Privacy and cookies statement. oLl (s ym3 Slile olug dnegianllgioizll by pulc

Cancel m

Fig. 6

6. Then you can prove the phone number by e Jaidl plaill pgayw alwall alilacfhin ey .6
answering a phone call on the number added. adaya papl ay Ganill hyy uslil Jaaoll pagll
(Fig. 7) (7 ajgn) .wlwill pall J1ay g wianll wila

B +966 12 233446545
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Phone

kal\ answered. Your phone was registerad successquy]

C. Appling two-factor authentication using

App password method:

1. Go to My Sign-Ins page on the link
https://aka.ms/mfasetup

2. Go to Security info. (Fig.1)

3. Click on +Add method. (Fig.1)

4, Choose App password from the list then click
Add. (Fig. 8)

Add a method

App password v

Authenticator app

Alternate phone

H
I App password I

e Do

Add a method

App password ~ |

o

@0 D @uofjeddah

B +966 12 233446545
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wailgll

el dlaily Lz ai da)Ball (e 3yl ai

Jahiw https://aka.ms/mfasetup byl gl le (Jgaall .1
.My Sign-Ins/ ;1933 dlpami daan

(1 éjgn) .Security info/loill calnglen jliaipi .2

(1 @jgn) .+Add method/uglwi dalal+ lc honl .3

WYuhill jgjo dol4 laio jial ,dlawin dnild jahim 4
(8 djgn) .Add/aalni] lc honl pi

d_cu‘.b ol

v App password

Authenticator guhi

il

Leia SN ]
| o

sl ol

d_cu).b L_O_.C_

flomlan] ap oill s phall Lo

| ~ App password
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5. In App password page, create a name for your app App / Guhill jgyn dnl4 lgiey awbn jahim .5
password by following instructions then click Next. cwd jgynll anlal pwl chinil pd , password

(Fig. 9) (9 ajgn) .Next/ Ll jlial pi.cilayleill

App password _'L-_.;_,_Lxﬂ )90 aals

Start by creating a name for your app password. This will help . S0 - - f - - s
. ) 138 e luw o dubnill dalS) awl clinly Tl
differentiate it from others. Ul g djuai le L Gl 18k pawl clauly 1y

What name would you like to use? Minimum length is 8 w9yl 8 g Jahll 3oVl 1=l Saslasiuwl (b aeyi s 1l awlll Lo

characters.

Guhiil jgy0 dalS aul Jool

Enter app password name

elal]

Cancel

Fig.9 9 djgn

6. Then copy the password to clipboard and [mhanlg alibinll jgpall dnls Qwiy pd cllhaer .6
paste into your app then choose Done. (Fig.10) (10 ajgn) .Done/ai jlial pi .ol Jglan a0

A - - <
App password @ubill jg10 4ol
App password was successfully created. Copy the password to giunlly dhslzll ol ,Q}ﬂ“ P T e Buh |JQ}D dalf el af
clipboard and paste intc your app. Then return here and choose - T T e - sl s J-l . g
‘Done’ 2 ply poryl a7 S uing
Name: pal
HASANAIN AppPassword
Password: | 2l
rtkznhwljzhzxypq 01 D rtxkggfjxmndghkr
Mote: Keep this password in a safe place. it will not be shown again. j);-| Byo lgoye on o) &TUH‘D b 0ds | Aol iis] idasile

Jrie 8gC

Fig.10 10 4jgn

D. Appling two-factor authentication using

Authenticator-app method:

1. Go to My Sign-Ins page on the link https://aka.ms/mfasetup kildl L lc Jgaallh .1
https://aka.ms/mfasetup .My Sign-Ins/_,dga3 alliawi daan jahim

2. Goto Security info. (Fig. 1) (1 6)qn) .Security info/gladll ciloglea jli4ipi .2

3. Click on +Add method. (Fig. 1) (18)g10) .+Add method/uiglui &alAls  lc honl .3

(11 ajgn) .Add/aalal lc honl ai Authenticator

4. Choose Authenticator app from the list then click

Add. (Fig.11)

pilaill &)ljg - Gyag.aull 44l Aslaall

D info(@uj.edu.sa { Saudi Arabia - Ministry of Education

PO, Box 80327 keddah 21589 21589 833 BO3ZT
& +066 12 2334454 & www.uj.edu.sa g=c e U
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Add a method

Which method would you like to add?

| Authenticator app ~

I Authenticator app

Alternate phone
Email

App password

Office phone

Add a method

Whic ould you like to add?

Authenticator app ~ |

-

5. Install the Microsoft Authenticator app on your

phone, then click on Next. (Fig. 12)

Microsoft Authenticator

w©

[Start by getting the app

~
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
-

| want to use a different authenticator app

Cancel

Get the app or

Go passwordless
ey o conem your i it you s,k i

00D @uofjeddah o infaf
—

™ +966 12 2335454

¢4

daa deaola
University of Jeddah
{oss)

<J_(U ;.b [ RVa}

Slawsla] iy il &yl s

| v Authenticator guhi |
I Authenticator gubi I
sy
isSIl 20,
Gubill jgp0 4018

wifall casls

Tgisls| sy il @y phnll Lo

~ Authenticator guld

Microsoft ,ilanll (Ganill Guhi Jioaiy pd .5
110 pi Jgnanll djlay lc Authenticator-app
(12 ajgn) . LI

Microsoft Authenticator

I gubill plo Jamnll Tyl

~
U Luozill Miflosoft Authenticator gauad Cudiy ps « dlails o o
-

Sl sl jlae le Microseft Authenticator guag Cuwadi asy

olizo @83kas Guhi alisiul 1)l

Get the app on your phone, for free

Go passwordless

e your sermame 08 conem you i w2 youl Shene. 1t ey

pulalll d)ljg - Gyagsull G all Aslonll
udi Arabia - M catian
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6. Setup your account. (Fig. 13) pd ,Jgnanll jlaall Ll aolipll Lle Jgnall a1 .6
(13 ajgn) .alwall alalac] hiag

Microsoft Authenticator 3
e Microsoft Authenticator

Bet up your account ] oo ]

If prompted, allow notifications. Then add an account, and select “Work or school”.

*dasyiall of Jasll® 31ng Bluss ciinl i ol sl uasel . 23 elio il 13]

Microsoft Authenticator §

g dmy pudl dilmiawll] oy psol]

MICTosoft Gals Jauogs wol] 118 533 Bigud QR joy zusal MIcrosoft Authenticator garhs pisiuwl
el Authenticator

I il | g s pull Gl o) pae dsy

Fig. 13 13 d)gn

7. Now you can use the App on your phone to any Guhillh chlwa hiy allac] claiil aic .7
enter an authenticator code. Every 30 seconds Jgoaoll djlay Ll Guhill pladiwl glhodl
new authenticator is created by the app. ellag .auili 30 J5 Wilali aaaiy (§dai agas Jbal

-paiiwnlldiga go Gaaill glanl alal Joles
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E. Appling two-factor authentication

using Alternate Email address method:

1.Go to My Sign-Ins page on the link
https://aka.ms/mfasetup

2. Go to Security info. (Fig. 1)
3. Click on +Add method. (Fig. 1)
4. Choose Email from the list then click Add. (Fig.14 )

Add a method

Email ~

I Email I

Office phone

Add a method

| Email v |

@00 @uofjeddah
B +966 12 233446545

D info(@uj.edu.sa

& www.ujedusa

¢4

daa a=ala
University of Jeddah
(059)

Al igpinlyl
https://aka.ms/mfasetup kKilfdl 1c Jgaalh .1

.My Sign-Ins/ ;1932 diliui daan jahin
(1 6jgn) .Security info/JLoill cilnglen jliaipi .2
(14)gn).+Add method/uglui aalal+ lchonl .3
apdl lain  jial alhwin dnild  jahin 4
(14 4)gn) .Add/&ali) henl i igpialyl

v Email

Authenticator uhi

I iyl I

iSall sl
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5. In Email page, write an email address you
want to use in authentication but not the
one you use in the university, then click

Next. (Fig. 15)

Email

‘What email would you like to use?

n.ahas@gmail.cor

Cancel m

(s |

6. Enter the verification code that was sent to the

Email, then click Next. (Fig. 16)

Email

We just sent a code to n.a.has@gmail.com

kmer code

Resend code

Back

(o]

7. A message will appear stating that the said mail has

been successfully added. (Fig. 17)

x
Email was successfully registered

Fig. 17

@00 @uofjeddah
B +966 12 233446545

O info@ujedu.sa

& www.uiedusa
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AGHAD Ayl lgiey dbi  pahin .5
ahij alynll %,_igp'idyl Al aliay pa Email/
Jf wug.Jgaall go (Gaaill ddalnal wblwall
Jial pi,enlydl i ge walitn |lagp ggal
(15 ajgn).Next/JLLll

uugluf_‘ Ul JL

ozl b w165 S gyl 1 pll 58 Lo

gyl pll ool

apll Gle Jupoll ganillaga diliag pd clldae) .6
(16 ajgn).Next/ ILil jlisl pi.2aa0ll igjialill

Sl
nahas@gmail.com (] Foj gill liluyl 18]
sapll ool

Sall ) i

bagc

B

Jg9anll Ayl aaly) alais auai dll) jakhin .7

(17 &)gn)
x

17 4)gn




